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About SMART

SMART Technology Solutions is a Saudi company started in 2007.
We support companies, institutions and business owners technically
in all their services needs.

= |T Solutions & Management = Procurement Solutions

= Business Apps Solutions = EdulT Solutions

= |T Projects Solutions = Cybersecurity Solutions

= Software Development Solutions = Cloud & DevOps Solutions

About Cybersecurity

Software to help businesses automate and streamline their operations to improve
efficiency, productivity, and profitability.
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Cybersecurity GRC

Governance, Compliance Risk

ISO/IEC 27001

ISO/IEC 22301

SAMA CSF (Cyber Security Framework Saudi Arabian Monetary Authority)
NCA ECC (Essential Cybersecurity Controls)

NCA CCC (Cloud Cybersecurity Controls)

NCA CSCC (Critical Systems Cybersecurity Controls)

NCA DCC (Data Cybersecurity Controls)

NCA OTCC (Operational Technology Cybersecurity Controls)

NCA TCC (Telework Cybersecurity Controls)

CMA (Cybersecurity Guidelines for Capital Market Authority Institutions)
PIF (Public Investment Fund Cybersecurity Guidelines)Aramco CCC (Cybersecurity

Compliance Certification) third-party

PCI-DSS (Payment Card Industry Data Security Standard)

ERM (Enterprise Risk Management)

COBIT (Security governances)

SCyWF (The Saudi Cybersecurity Workforce Framework)

SCyber-Edu (The Saudi Cybersecurity Higher Education Framework)

Cybersecurity Guidelines for e-Commerce

National Policy for Managed Security Operations Centers

Regulatory Framework for Licensing Managed Security Operations Center Services
loT (Cybersecurity Guidelines for Internet of Things)

The Implementation Guides for Cybersecurity Controls
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VAPT
Vulnerability Assessment & Pen-testing

= Network Infrastructure External = Physical pen-test

= Network Infrastructure Internal = Black/White/Grey pen-test
= Mobile pen-test = Source-code review

= Web pen-test = Social Engineering

= (Cloud pen-test = Dark-web Monitoring

= ERP pen-test = Red team assessment

= |oT pen-test = Blue team assessment

= |oT pen-test (Industrial)
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Security Solutions

Network, Application, Endpoint, Data, Email, Cloud, Home Security

= Network Security

= Application Security
= Data Security

= Cloud Security

= Email Security

= Endpoint Security

= Home Security
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ﬂ%E Network Security:
= Secure architecture, NGFW, IPS/IDS, Network Proxy, NAC, PAM &
IAM, DDoS, DNS Security

Application Security:
= WAF, MFA, Web Proxy, ADC (Application
Delivery Control), XDR
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® Data Security:

g

= DLP, Data Classifications, Data Encryption, Digital Certificate




&> Cloud Security:
= SASE Secure Access Services Edge, CASB, ZTNA, SWG, SD-WAN

Email Security:
= Email Secure Gateway, Sandboxing

L@ Endpoint Security:
= EDR, XDR, EMM

@,} Home Security:
= Keep family safe
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MSSP

Managed Security Solutions

SOC as a service (Security Operation Center)

MDR (Managed Detection & Response)

SIEM (Security Information & Events Management)

Threat Intelligence & Hunting (T1)

Digital Forensic & Incident Response (DFIR)

Data center security operation (government & non-government)
Security Devices Management

SOC Maturity Level assessment

Security SLA
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Training & Awareness
a|a)

Education Solutions

= CISSP

= Cybersecurity Specialist Program

= |SO 27001 Lead Implementer

= Cybersecurity Awareness Workshop

= Security Operation Center
= Analyst (SOC L1)

PECB

ﬁ%@ PS & Consultancy
Professional Solutions & Consultancy

= Security Professional Solutions PS
= Security Gap Assessment

= Security Roadmap Strategy
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Cybersecurity Platforms

= (Governance, Risk, and Compliance Management Platform.

= (Cybersecurity Awareness Platform in both Arabic and English.
= Electronic Phishing Simulation Platform.

= Support for both Arabic and English languages.

= (Cloud hosting within the Kingdom or client data center hosting.

= Integration with Microsoft applications and email services.




WE'RE PART OF THEIR SUCCESS
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